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Abstract

The fast growing of data transferring over the internet for several services like social media
interaction or e-learning requirements need a secure mechanism to generate a link for
participating or joining these services. In this paper linear feedback shift register (LFSR) used to
construct link generator system combined with message digest algorithm (MD5) as hash
algorithm to get valid links with wide unigque range. The proposed system simulates the google
meet links generator as possible. The result shows the success of generated links output as well
as verifying links validity.

Keywords: Links generators, Google meet links, linear feedback shift register (LFSR), message
digest 5 (MD5).

Introduction

Link generator one of the important requirement in the digital media now a day due to the wide
use of the electronic learning as well as other activities of the human life through covid-19
pandemic. The links used to provide electronic meeting for a lot of purposes that’s why become
in need not only producing of a unique link but also secure link as much as possible to provide
invitation for all the participants. The proposed system work on the combination of linear
feedback shift register (LFSR) mechanisms as well as massages digest 5 (MD5) as hash function.
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The important function for the hash functions S is taking input K with a variable length, such
function producing a fixed length of hash code (hash value “v”’) as output[1]:

v = S(k)

Because of this property of tacking variable length and producing fixed length there are a
wide uses of hash function as shown with figure (1).

Input “k” Hash Function Output “v

A 4
v

v = S(k)

Figure 1. Hash Function.

There are two most common features available in the hash functions algorithms made such
algorithm inter the cryptography as well as steganography doors, first feature hash functions
S(k) is “one way function”, on the other hand the second feature is “collusions free[2,3].

“Hash functions” used for many kinds of security areas the main role is to achieve the integrity.
Hash function used [4]:

1. Used Alone:
1.1. File integrity verification.
1.2. Public key fingerprint.
1.3. Password storage.

Combined with encryption functions.

2. Information hiding.

The proposed system utilizing of message digest “MDS5” as hash function used for two times,
first combined with encryption and second achieve integrity and authentication. MD5 considered
as enhanced form of MD4. Though extra complexity compared to the MD4 algorithm, it is
similar in design and also gives a 128-bit as output [5]. The main loop of the MD5 algorithm can
be shown with in figure. (2).
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Figure 2.MD5 main loop.

Such that the first step is add the expanded in process to make it 64-bit with multiple of 512-bit
length. This process done by adding 1-bit to the end of the messages followed by set of zeros as
required. Four variables of 32 bits used for initialization called chaining variables [6]:

1. A=0x01234567

2. B =0x89abcdef

3. C = 0xfedcba98

4. D =0x76543210

The main loop of the MD5 algorithm contains 4 round these lops continue for running 512-bit
length of the message as required. The four variable copied into other variables like (a copied A,
and b copied B and so on). At each round the different operation applied in 16 times in such a
way that each operation process nonlinear operation on variables a, b, ¢, and d. the functions can
be applied at each operation as follow [7] [8]:

XY, Z)=(XAY)V(-XAZ)

GX,Y,Z)=(XANZ)V (Y A-Z)

H(X,Y,Z)=X Y & Z

IXY,Z)=Y &(X Vv -Z)
&, A, V, 7 denote the XOR, AND, OR and NOT operations respectively.
These functions well planned so that condition the equivalent bits of “X, Y, and Z “are
autonomous and impartial, such that, the bit of the output will even have considered autonomous

and impartial. The function F is the bitwise restricted: “If X Then Y Else Z”. The function H is
the bit-wise parity operator. One MD5 operation can illustrated using Figure. 3
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Figure. 3 One MD5 operation [9]

Proposed system

The email 1D hashed using MD5 hash algorithm to produce 128 bits that will be unique values
used as seed key fed into 5 Linear feedback shift registers each register

with capacity of 25 bits seed key totally will use 125 bits out of 128 hash bits as shown in Figure
(4)
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Figure (4) flowcharts of the proposed system.

The structure of the linear Feedback shift registers used in the proposed system can be shown
with the figure 5.
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Figure 5. Proposed LFSR Generators utilizing in link generators.
The join function in LFSR will be determine by the following steps

1. Convert first 5 bits out of 25 into decimal value D.
2. Fund the target cell using j = D mod 25. Because the range of D is [0...31]
3. Join function of the LFSRisf=j @ X,,

The LFSRs will work fast because achieving the process in the parallel way means that’s each
registers can work separately not depended on the other registers.

The maximum period for each registers when the value of k is the number of cells in the register

2K —1 = 225 -1 =133,554,431, Thus, such value will give a wide verity of differences to
serve links generators.

The above generators will run 10 time to produce (50 bits) represent 10 alphabetic characters
based on the following equation:

X=(1%bg)+(2xby)+ (4xby) +(8+b3z)+ (10=xby,)

Such that, the value of X will be in the range of [0...25] representing English alphabets as shown
in the figure (6)
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Figure 6. English alphabets

Each 5 bits will encode to one character

Results

The proposed system of LFSR combinations at each step produce 5 bits encoded to one character
the google meet consist of 10 characters thus the system will run 10 steps get 50 bits to represent
the generated link. Figure (7) shows that output results of 4 run to generate 4 links each run

produce 50 bits.

RUNI1 RUN2 RUN3 RUN4
10010 18| s 01111 15| p 10111 23| x 10101 21| v
10101 21| v 01100 12 | m 00110 6| g 01111 15| p
00010 2| ¢ 00101 5| f 01101 13| n 00101 5| f
01010 10| k 10110 22 |w 01000 8|i 01000 8|i
01010 10| k 11000 24|y 00111 7| h 00000 0|a
01101 13| n 10010 18 | s 10111 23| x 10011 15| t
01000 8|i 10100 20(u 10101 21| v 10100 20| u
10101 21| v 10110 22 |w 00111 7| h 10100 20| u
01100 12| m 00100 4|e 01000 8|i 01010 10|k
00111 7| h 00101 5|f 11001 25|z 10000 16

Generated Links

svc-kKkni-vimh

pmi-wysu-wef

xgn-ihxv-hiz

vpf-iatu-ukq

Figure 7. four Runs for the proposed system

The generated links will be unique assigned to the user because the seed key that the LFSR
depend on the message digest (MD5) which is one-way function used as hash function used the
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E-mail ID (unique) as input to MD5 algorithm. The generated links probability will produce a
verity of 10 character that’s give 261° = 141,167,095,653,376 , such value will be a good
range to serve a links for individual users and organizations.

Conclusion

The implemented system can work in real time environment to support generating links for the
serving users not only to join meeting but also provide invitation system at proper level of
security. The link generator will be used from multiple organization to provide secure meeting
as well as fast serving due to the proposed system work on linear registers as beside one-way
hash function. More security level added to the linear feedback shift register LFSR by the
algorithm that determine the join function in each register. Since the registers length are 25 cell
will provide wide verity for producing different links based on the hashed Email ID.
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